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IP Services Policy Cooperation Reference About IP Inside WIPO

[HGnell P services | PcTsystem  PeT Electronic Services WIPO  PCT

Digital Certificates

rO M

WIPO Customer Certification Authority Information Important Links

A digital certificate is needed for a variety of services provided by WIPO and other OISHEE 2=
Offices. The WIPO Customer Certification Authority issues certificates corresponding T g

to the ition of low-level digital certificates in Annex F, Appendix IT [PDF].

Using the certificate with PCT-SAFE

The certificate must be exported from the internet browser (see second user guide
below) to digitally sign the international application and to create a secure connection
with the receiving Office for the b ission of the i i ication package.

Using the certificate with ePCT

In order to access the ePCT private services the WIPO digital certificate must be
associated to the WIPO user account through the ‘obtain/upload certificate’ link on the
ePCT login page.

ificate

Obtaining a ce!

-

. Enrollment: either from your WIPO Account profile (link on the "My certificates”
page) or through the Certificate enrollment page.

L4

Processing: the request is generally processed within one business day (certificates
are not issued automatically).

L

Approval: instructions for the certificate retrieval, or the notification of rejection, are
sent to the e-mail address given during enrollment.

[Complete Enroliment Form

(O1& %4)

o o JCED
E-mail Address (M YFEA ZA)
> Challenge Phrase

H|QlHS: o|_=<k| =] _0[[H o
. | k=3 3t 2)
o Casas o sdmrra: wil inshuct you 0 anker Sharsd Qecrotikormation known orly (HIER=; 25 = =
o S T S sy 0 S ST P O

ok o Subemrin e oe¥ : ot o Iloded 1 Yoo DG
Jpin secsiatian mee - — Shared Secret information

Enter your Digital 10 information

FIBlin a8 reuited e Fiaids macked win an asiarisk (=) ars Inckided win your DigHal
e Vot 11 tho coriFcata's dotata

ol

First Name: * e
fadknama o myddi e Slowed
Exarmpie, Jack B

Lact Nama: ® s
Goxampde - Do)

Your E-mall Addrass: * (eues;
Gexampta - jpacagiverangn com)

Chatlenge phrase
T Chat erau Fhisse you vour
Daunt 1D D2 ot shave A win amyene. Do 7ot owe 1 o wd nea A whEn o0 i 19 ke o
Tanaw yous Crptal 16

Entar Challenge Phrace:
Do not use any purctuation.

S SIS 2 ot 0, you e sareang o 1 toms of ra (Fprlele Q=g 4~ 9l Liato|

AN
; OIMEE DXt ZL)
somscazaa AzsmONT x VoI HEE TE|XI 28
¥0U XUST READ THI3 SUBSCRISER AQRELMINT (“3UBSCRIBER AQREENESZ*) [
DIGITAZ ID (FCERTIFICATE® OR “DIOITAL o). IF YOU DO NOT AGREE T0
OR USE THE CERTIFICATE. o =

33 e
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Digital ID Services

Your Digital Certificate request has been submitted for
approval

Once your digital certificate request has been approved, you will receive an email with

instructions for installing your digital certificate. If you do not receive it shortly,

contact your adminis 1
Dear Young Hwan Lim,

Ve

Thank you for requesting a WIPO digital certificate, which is for use in conjunction with WIPO's PCT services: to
sign in to ePCT with strong authentication and to sign and transmit PCT-SAFE applications. If your request is
approved, you will receive an e-mail with instructions to pick up your certificate and make a backup copy. Please
note that a certificate must be picked up within one week after its approval, and this action can be done only
once. Also, the certificate must be picked up using the same browser and computer as used for enrolment.

The supported browsers are Mozilla Firefox and MS Internet Explorer. If you enrolled using a different browser, for
example Google Chrome, Edge or Safari, it will not be possible to retrieve the certificate. In this case, or if you
have any other questions, please contact the PCT eServices Help Desk by replying to this e-mail.

Every attempt is made to process certificate requests within one WIPO business day (list of WIPO/IB non-working
days is available at: http://www.wipo.int/pct/en/closeddates ).

ePCT users are also reminded that other, efficient strong authentication methods can now be used instead of
WIPO digital certificates: one-time password generated either by a standard app (such as Google Authenticator), or
sent by text message (SMS) to your mobile phone. The best practice is to set up at least two strong
authentication methods to ensure ePCT access in all circumstances. For details please see 'Strong authentication
on the Support page in

PCT eServices

World Intellectual Property Organization (WIPO)
Tel: (+41-22) 338 95 23 | ://pct.wipo.int

Monday to Friday from 9am until 6pm Central European Time

HOIRIE ¥ ol S

O L

Dear ¥YOUNG HWAN LIM,

WVour request for a WIPO digital certificate has been approved. It iz available to be picked up during one week, please
note that this can be done only once. Te ensure that no-one else can obtain a digital certificate that contains your
personal information, you pick up the certificate from a secure web site using a unigue Personal Identification Mumber
(PIM). Please follow these simple steps:

Step 1: Copy/paste the link below to your internet browser (Mozilla Firefox or MS Internet Explorer) to make sure that
you are using the same browser and computer as for the enrolment:
https://onsite.verisign.com /services/WorldintellectualProperty Or izationWIPOCh CAVZ/digitalidCenter.hum

Step 2: Select the option to pick up the ID and in the online form, enter your Persocnal Identification Humber (PIN):

Your PIN is: 1376502578

Step 3: See the instructions on the Digital ID Services page to pick up your WIPQ digital certificate and click Submit.

'TROUBLESHOOTING FOR FIREFOX USERS: you may receive an alert "This certificate can’t be verified and will not be
imported...". Nevertheless the certificate is usually visible in the browser and can be backed up.

Step 4: After receiving Congratulations! message confirming its generation and availability in the browser, make a
backup copy of the certificate, using the Export or Backup option in your internet browser, and keep its password safe.
Instructions and wideos explaining how to do this are available on the ePCT Support page
hitp://www.wipo.int/pct/en/epct/support. html. Please note that during a transitional period WIPO digital certificates are
walid for one year.

Step 5 Advice for ePCT users: Please add the certificate to your account: with the certificate in the browser. sign in
with your username and password. If you have not yet set up any strong authentication method, you are redirected to
the sign-in without strong authentication page, then proceed wia Set up your authentication methods . I you already
have strong authentication in your account, sign in with that method first. Then you can upload the digital certificate
2= an additional strong authentication option. For instructions see www.wipo.int/pct/en/epct/learnmore. html?N=497._

ePCT users are also reminded that other, efficient strong authentication methods can now be used instead of WIPO
digital certificates: one-time password generated either by a standard app (such as Google Authenticator), or sent by
text message (SMS) to your mobile phone. The best practice is to set up at least two strong authentication methods to
ensure ePCT access in all circumstances. For details please see Stronzg authentication’ on the Support page in ePCT.

If you have any guestions or problems. please contact the PCT eServices Help Desk by replying to this e-mail message.

PCT eServices

World Intellectual Property Organization (WIPO)

Tel: (+41-22) 338 95 23 | https://pot. wipo.int

Monday to Friday from Sam until 6pm Central European Time

you would like to provide feedback on our service, please access our brief survey at
htl'pg / /www3 wipo.int/opinio/s?==903
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Congratulations!

Your Digital ID has been successfully generated and installed.

Qrganization = World Intellectual Property Qrganization

Organizational Unit = WIPO Customer CA V2

Organizational Unit = www.verisign.com/repository/CPS Incorp. by Ref. LIAB.LTD
(c)99

Common Name = Hwan Lim
Email Address =  [im2000@naver.com
Serial Number = 18054b649bbed4ee978957

1. Go to the Help Desk to view our tutorials and other useful information.
2. Go to the Digital ID Center to find out more about Digital IDs and Digital ID
services.
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